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Who is WESCO/CSC

WESCO Distribution, Inc

WESCO is a leading distributor of electrical construction products
and electrical and industrial maintenance, repair and operating

(MRO) supplies

Utility Solutions Division =i
WESCO also provides sourcing, supply, and materials (¥
management for maintenance and power plant operations.

WESCO the optimum choice for streamlining procurement
ractices WESCO
p . A DISTRIBUTION?
. Investor-Owned Utilities (I0Us)

. Municipals (Munis)
. Rural Electric Co-Operatives (Co-Ops)

Communication Supply Corp (CSC)
Founded in 1972, Communications Supply Corporation is a leading
nationwide distributor of low-voltage network infrastructure and industrial
wire and cable products. Through a network of 32 branch offices, CSC
distributes a full range of products to support advanced connectivity for
voice and data communications, access control, security surveillance,

build d video distributi Q\\%
uilding automation, and video distribution S csc
N
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What We'll Cover Today

* Regulations, mandates
* Physical Security — what it is and isn't

* Your security goals and how to meet
them

* Overview of technologies that can help
* Tying it all together Is the key

CInnlmltllns Supply Corparation
A Subsidiary of WESCO Distribution, inc.
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NERC — North American Electric
Reliability Corporation

Cammunications Supply Eorparation
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NERC - CIP 005 and 006

NERC-CIP 005-2
Standard requires NERC-CIP 006-2

the identification and e e e PR Standard is
protection of the PRI ".'fi Wy X intended to ensure
Electronic Security A @ NGERD 18 £ s g it N the implementation
Perimeter(s) inside B T ouT A LR of a physical

which all Critical MO e Sl g LA gl v g security program

Cyber Assets reside, .,.v“-' 0 xR TER for the protection

as well as all access B NN el e R R of Critical Cyber

points on the ATETS G SO s, S VAT Assets.
perimeter. S R e SR, <

* IP Cameras * Alarm Cable Critical Infrastructure Protection (CIP)
. IR Cameras * Control Cable I guide the protection of both Physical &
> (AEEESS e Electronic Cyber Assets have
*NVR’s * Perimeter )
mandatory compliance dates no later

; Protection
« Monitors than December 2010

/>
l—| Cammunications Sllllﬂl Eorperation
WESCD A Subsidiary of WESCO Distribution, ing.
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Preparation for “Life under NERC — CIP”

WESCQO
DISTRIBUTION®

NERC CIP is not complete
Plan to improve security of systems / procedures

Basic implementation
— ldentity critical Cyber Assets
— Establish a secure perimeter

— ldentify, screen and restrict personnel accessing info via
Access Management System

— Install video to track access in and out

Success = tools and processes that are not
burdensome on operations and easy to maintain

{esc
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Beyond NERC - CIP

Don't do it just for compliance reasons

Conduct a threat level assessment

Define the critical assets

Define the area where the assets reside

Cammunications Supply Corperation
A Subsldlary of WESCO Distribution, ins.
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Security 101
Making Your Grid Smart & Secure

Gommunications Supply Corparation
A Subsiciary of WESCO Distribubion, Inc.
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What is Physical Security?

Physical Security

Goals:

« Keep bad guys out of facility and
off of property — safety concerns

* Physically keep them away from
the network and computers

« Track/Log who came in and out
Tools:

* Video Surveillance

« Card, Biometric Authentication

* Perimeter Detection

* Notification — Alerts, lights, horns

Logical/Cyber Security

Goals:

« Keep bad guys off network and
computer systems

« Hackers, Viruses, SPAM, Denial
of Service Attacks, Stolen logins

« Access logs, audit trails
Tools:

* Firewalls

« Access Control Lists (ACLS)
« Authentication tokens

* Encryption

NN
Cammunications Supply Eorporation
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Overlap

Physical and Logical Security systems don’t need
to remain completely separate

Physical Security Logical Security

Firewalls

Video Cameras Access Cards

Encryption

Some tools can be used to support both Logical

and Physical security systems S\

NESC
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Focus for Today is on Physical Securit@

DISTRIBETION

Physical and Logical Security systems don’t need
to remain completely separate

Physical Security Ldgical Security

Firewalls

Video Cameras Access Cards

Encryption

Some tools can be used to support both Logical

and Physical security systems = & S
3 KESC
AV N
A Communications Supply Eorperation
WESCO A Subslalizry of WESCO Distribution, ine.
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Physical Security Aids in Fight Against

Logical/Cyber Security Threats

Perimeter PhyS|CaI Plant

Mot B T

Identify

Physical Security helps you detect and N ;
)'_';'\‘/ identify threats and restrict access to §\%CSC
W==wsfl Sensitive computer system equipment rooms. el ol

people. passion. expertise.
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What are your goals for the system?

* Detect
— Be alerted to unauthorized entries or attempts
— Be alerted to mechanical/electrical failures
— Be alerted to remote site entry requests

 Identify

— Remotely view facility, people, equipment
— View recorded information and events

— Restrict and allow entry to facility

— Create physical facility access logs

— Prosecute offenders

* Restrict
— Keep the bad guys out S

S NESC

) Communications Supply Corperation
WESCO A Subsidiary of WESCO Distribution, inc.
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Detection

« Reasons to employ detection technologies

— Early warning alerts
« Someone, something is approaching restricted area
— Generally doesn'’t differentiate, threat or no threat

« Train cameras, attention to detected object
— Alert humans to assess situation
— Correlate other inputs to determine threat level
— e.g. someone cuts/climbs fence

— Detect / Alert for Potential Operational Abnormalities
* Used in the absence or constant human surveillance

« Computer software used to recognize “behaviors”
— Images and patterns that potentially represent concerns

— e.g. Area that is hotter than normal = potential flre

S
— e.g. Worker in area that no one should be in \\“

Cammunications Supply Eorperation

WESCO A Subslaiary of WESCO Distribution, inc.

\\
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Detection Technologies

* Fence detection — approach, cut, climb
« Motion detection 7
* Video Analytics software

 Infrared cameras and sensors (PIR)

. Photobeam, Fiber Sensing, Microwavef
detectors

* Object tracking cameras

* One or more of these technologies can
applied to meet the facility’s specific needs

Y

>~

[NESO
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FIBER DETECTION

 PERIMETER SECURITY

= WORLD’S LEADING
MANUFACTURE OF FIBER-
OPTIC SENSORS

Fiber SenSys&

HIGH PERFORMANCE - HIGH RELIABILITY -
HIGH SECURITY

SN

{esce
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Advantages of Fiber

= DIFFICULT TO DEFEAT.

= SENSOR CABLE CANNOT BE DETECTED WHEN BURIED
BELOW THE GROUND OR EMBEDDED IN A WALL.

= THE SYSTEM REQUIRES LITTLE OR NO MAINTENANCE.
» |LONG SERVICE LIFE (GREATER THAN 20 YEARS).

* RESISTANT TO MOST ENVIRONMENTAL EFFECTS (WIND,
HIGH TEMPERATURE, ETC.).

Cammunications Supply Corperation
A Subsidiary of WESCO Distribution, ine.
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How it works

Fiber optic sensing cable is glass.
— Inner conductor, called the core, conducts light

: : ' ' ' Light waves are
Light waves conducted by the |

glass core

SN

ST ’
HiGH PERFORMANCE - HIGH RELIABILITY - \\\csc

/

HIGH SECURITY Cammunications Supply Corparation

A Subsidiary of WESCO Distribution, inc.
people. passion. expertise.

WESCO Confidential — Do not copy or distribute without express permission from WESCO Distribution, Inc.



How it works

If the fiber optic cable rvﬂ
s disturbed, the FERERE

pattern of conducted

Ilght Changes. Motion or vibration
— Sensitivity to
motion, vibration, or
pressure
— The propagation of  pressure

light through the

fiber is altered m

~  Cammunicafions Smly Corparation
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Very small changes in the multimode speckle pattern
are detected and analyzed by the system’s digital
signal processors.

{Lese
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Operation

BURIED APPLICATIONS

THE SENSOR CABLE IS DEPLOYED AS AN
INTRUSION DETECTION BARRIER ALONG
A SITE PERIMETER

THE SENSOR CABLE CAN ALSO BE BURIED
COVERTLY IN A SERPENTINE PATTERN
IN GRAVEL OR UNDER CONTROLLED

AREAS IN THE GROUND THAT HAVE sl
BEEN FACTORY APPROVED. e
1 -'*
COMMON BARRIERS: v %@o%
CHAIN LINK FENCES, ORNAMENTAL o Ul o _
FENCES, ANTI-CLIMB FENCES, >
WALLS, ROOFTOPS, AND CEILINGS.
HIGH PERFORMANCE - HIGH RELIABILITY - i%x\\csc
HIGH SECURITY \ Cammunications Supply Corperation
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Deployment

Daisy-Chain Deployment (low security)

1 M
(SensingCable)
:_- b .—{ _‘

Loop-Back Deployment (medium security)

———

1
e nne- maom

o N ren

FeB AP e (s-nsmg Cablo)

- J atzone e

} o»rl-»gzum
i

(Return) e e R o
o : e S IMhnooh-lght a
S ARSI S A | SO RIS SEENTR ) St S el e N v e h,;,._.‘_.l—_...-._, ._.L_}.';..:-;A‘-;..».._......'.,.--.__-\_

High Security Deployment

e e =
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System Components

EACH INTRUSION DETECTION SYSTEM IS COMPOSED
OF TWO MAIN COMPONENTS:.

e AN ALARM PROCESSING UNIT (APU)
* FIBER OPTIC SENSOR CABLE?*

N —

* SENSOR CABLE IS INSERTED INTO FLEXIBLE, PROTECTIVE CONDUIT FOR USE IN FENCE LINE APPLICATIONS
* HYPERION IS USED TO PROGRAM APU WITH TUNING SOFTWARE

S

S\ :
{ese
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System Components

S :
oy D o
HIGH PERFORMANCE - HIGH RELIABILI - \\\
HIGH SECURITY Cammunications Supply Eorperation
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Programming

AutoTune™

« Calibrate your perimeter protection system as effectively
as the most experienced technician.

 AutoTune™ is uniquely designed to derive tuning parameters that
are as effective at minimizing nuisance alarms and maximizing the

probability of detection as the most experienced service
technicians.

» |It's that simple: once you've installed the AutoTune™ software
and

calibrated your system, AutoTune™ uses the data to “learn” what

climb and cut alarms look like at your particular installation and at
the channel or zone being tuned.

Cammunications Supply Corperation
A Subsldlary of WESCO Distribution, ins.
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Software

He Options  Help
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APPLICATIONS
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APPLICATIONS
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APPLICATIONS

ENERGY/UTILITY
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APPLICATIONS

PETROCHEMICAL & LARGE PERIMETER

Cammunications Supply Eorporation
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DOE EXPERIENCE

Sandia
National
Laboratories

SANDIA NATIONAL LABORATORIES — TESTED,
CERTIFIED FOR APPROVAL AND IMPLEMENTED "
AK

e Los ALAMOS NATIONAL LABORATORY RIDGE

e Y-12 NATIONAL SECURITY COMPLEX AT OAK

* FIBER SENSYS HAS THE ONLY FIBER-OPTIC INTRUSION

RIDGE, TN

SAVANNAH RIVER SITE

IDAHO NATIONAL LABORATORY

PACIFIC NORTHWEST NATIONAL LABORATORY
BONNEVILLE POWER ADMINISTRATION

LAWRENCE LIVERMORE NATIONAL
LABORATORY

3 e
. -~
A L
“eaif ‘
' "4 -
e 4 A
e -

. Los Alamos

NATIONAL LABORATORY
EST.1943

DETECTION SYSTEM THAT IS PRIORITY LEVEL 1 NUCLEAR
APPROVED

Cammunications Supply Corperation
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UTILITY DEPLOYMENTS

* PORTLAND GENERAL ELECTRIC = PACIFICORP (INCLUDING PORTLAND
» SOUTHERN ELECTRIC GENERAL ELECTRIC AND UTAH
» ALLEGHENY POWER POWER)
= AMERICAN ELECTRIC POWER = SACRAMENTO MUNICIPAL UTILITY
DISTRICT
= BONNEVILLE POWER S c G
| |
ADMINISTRATION OUTHERN COMPANIES (GEORGIA
POWER)
= BOSTON EDISON
= SCANA
= EAST BAY MUNICIPAL UTILITY
DISTRICT \
* PROGRESS ENERGY /PG

= ENTERGY \
= GULF POWER ‘PACIFICORP

& AR ERICAN EMERDY SOLDAMGE COMPANY

Cammunications Supply Corperation
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Differentials

HIGH SECURITY HIGH PERFORMANCE HIGH RELIABILITY

= Superior operations

= Only fiber optic solution in robust conditions = Designed for 20 year
that is PL-1 Nuclear « EMI/RFI lifespan
Approved by USAF Immune = Centralized power and

= Only sensor Certified * Temp Hardened comm eliminates field
PDS by USAF - Corrosive Infrastructure

= Active Seals Sandia environ. = Designed for rapid and
National Labs = Advanced DSP- reliable field installation
Approved based algorithm = Lowest “Total Cost of

provides most Ownership” (TCO) in

precise tuning

» |ndustry leading
NAR/FAR

the industry

Cammunications Supply Corperation
A Subsldiary of WESCO Distribution, ing.
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Protect/Detection for Logical/Cyber Assets S

WESCQO

DISTRIBLTIONY

SIPRNET (Secret Internet Protocol Router Network)
SCIF (Sensitive Compartmented Information Facility)
SCADA (Supervisory Control and Data Acquisition)

Transmission of National Security
Information must be protected by
one of the following methods:

1. Encryption

2. Protected Distribution System (PDS)
A. Hardened PDS
B. Alarm Carrier System

Cammunications Supply Corperation
A Subsldiary of WESCO Distribution, ing.

people. passion. expertise.
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Interceptor: Not a Traditional Alarm

Carrier System

Shortcomings of traditional alarm carrier:

« Traditional Alarmed Carriers morphed
from perimeter security systems - not
developed with data security in mind

Network Cable

« Traditional Alarmed Carrier monitors the
pathway carrying the cables

 Requires a special sensing fiber sensing Fiber(CII})

Metallic Duct or Conduit

* No specificity to events: frequent false
alarms - must be set very sensitive to Traditional Alarm Carrier System
detect intrusions into duct system

 Difficult to retrofit into existing cable
systems when upgrading from S

unclassified to classified traffic i\\\c S c

Cammunications Supply Corparation
A Subsldlary of WESCO Distribution, ins.
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Developed in part with DoD funding to monitor and
protect the integrity and availability of C4ISR networks

Monitors actual cables being protected to detect physical
tampering or attempts to access them

Learns network physical environment to eliminate false alarms
Plug-and-Protect™ - setup in less than an hour
100% physical layer protection

— Does not touch or process data

— Usually installed on dark or unused fibers
but works on active fibers too

— No impact on network bandwidth

Supports any network protocol - including 10GBase - and any
fiber type (SM or MM)

Interfaces with building security system through dry contact

SN

interface S \\c. C"
SAL S
— Can also be monitored using SNMP traps, Ethernet \\\

Cammunications Supply Eorporation
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How Interceptor Works

* Interceptor turns unused, unlit,
spare fibers into an
internal”’sensor” along an entire

cable run

 This sensitizes the entire cable
structure to intrusion

* Interceptor is installed on one end

of cable

Patch Bay

A

O

Data Fibers

Outer Jacket
Aramid Yarn
Tight Buffer

OUTDOOR CABLE

Y

II!;ITERCEPTOR Fiber Opiic \msmnan Detection sme;.m‘ A

OB .. Lo

eset

Controlled Area

Monitoring as few as two fibers protects up to a

Uncontrolled
Ar

:

144-fiber “loose tube” cable

WESCO Confidential — Do not copy or distribute without express permission from WESCO Distribution, Inc.
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A
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Controlled Area

Alarmed
Unlit Fiber

Data
Fibers
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Dedicated

Workstation
(Single User)

Closet-to-Closet
Backbone

\

- Zone

Architectures
(SCIF / Workcenter)

R T B_ﬂidlrding Trunk
Uplink



bandwidth...

- N —

Scenario: Provide SIPRNET Uplinks to Four End User
Buildings



Deployment OQutcome

B WSl $45,000
1 Day

6-9 Months

<100MB

25 Mbps

25 Mbps
12 Mbps




Deployment OQutcome
$800,000 x 4
6-8 Weeks
~4 \Weeks
Unlimited

Concrete-Encased
Duct Bank




Deployment Qutcome

Asingle $24,500

Interceptor 1 Hour

provides secure < 6-8 Weeks
Unlimited

connectivity to all
four buildings.

Interceptor




Summary Benefits:

OSP Building-to-Building Indoor SCIF

« 32% cost savings vs. * 40% cost savings for new deployments
encryption « 20% cost savings for legacy installations

* 80% cost savings vs. « Improves building aesthetics - carrier can
concrete be hidden above the ceiling

* Can be ordered and « In some cases, carrier can be eliminated

installed in <50% of the time
it would take for either of the
other solutions

« Can be added to a single
link on Day 1 and then
seamlessly added to the
other three links with no S
further work or Ng= s
reconfiguration §\\Qc S c

e

people. passion. expertise.

 Eliminates the need for Periodic Visual
Inspections (PVIs)

» Can be installed with minimal disruption to
the facility

» Allows the upgrade of existing cables

WESCO Confidential — Do not copy or distribute without express permission from WESCO Distribution, Inc.



Interceptor Approvals

* NRO + ISR - Special Access Program & Contractor Facilities
— Locations undisclosed
 DIA - JWICS (vis CTTA/IEMSEC Office)
— Deployed at CENTCOM, S. Korea, VA
« USAF - Alarmed Carrier Approved Products List
— AFI 33-201 - Communications Security: PDS Systems
— Deployed at MacDill AFB, Scott AFB and Pentagon
* Navy - (via SPAWAR CTTA and NETWARCOM)
— Basewide deployment at NUWC

- Army - Reviewed through the G6 IA process and approved for use (alarm
carrier)

— CRDA by INSCOM 2003
* DHS - HS Information Network
— Interceptor is standard for DHS NCR
« DOJ - FBI SCION Network + Terrorist Screening Center

— Deployed in Northern VA at multiple sites RS :
N S
NESO
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LOCKNEED .‘lfl.
We never forget who we're working for*®

* National Aeronautics
and Space Administration

A Sudsidiary of WESCO DIStrlduion, ing.
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http://www.nasa.gov/home/index.html
http://www.csc.com/

Interceptor Differentiators

INTERCEPTORis...

... Flexible: Users can move INTERCEPTORSs around or add additional
INTERCEPTORS as needed and at will

...Scalable: INTERCEPTOR protection can easily be added to additional or
new network links and does not create any bandwidth limitations

...Reliable: INTERCEPTOR provides consistent protection and performance
with no false alarms.

...Affordable: INTERCEPTOR typically saves between 30-80% of the cost of
deployment over encryption and hardened carrier PDS. On certain
deployments, armored cables can be used in place of EMT for further savings.

...Proven: INTERCEPTOR has been reviewed, tested, approved, and

deployed by several other DoD services and C4ISR agencies v@ impeccable
S

performance and protection S .
{EeSse
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A Subslaiary of WESCO Distribution, ing.

people. passion. expertise.

%

WESCO Confidential — Do not copy or distribute without express permission from WESCO Distribution, Inc.



Identification

« Goal: Specifically identify Who or What

Its all relative...
— Is it Sam or Samantha climbing the fence?

— Was it Joe who forgot his access card at home that snuck in... or
was it a bad guy who stole Joe’s card?

— Who entered just before the system went down?

— To be sure it is Joe before the system unlocks the door, what
does Joe need to prove who he is?
» Access Card
* Thumbprint
* PIN
 All of the above

Match the system with the threat level of the facility
Everything can be done for a price $$

(.
n
!,
D
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* Access Control Systems

 Readers: Card, PIN, Biometric, Iris, etc.
 Activity Logs

* Pan, Tilt, Zoom (PTZ) cameras

* High Resolution (HD) cameras

* Video Walls

l:llllmmtlm Supply Corparation
A Subsidiary of WESCO Distribution, ing.
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Restriction Technologies

* Electronic Locks (Mag, Strike, etc.)
— Provides security and remote locking control

 Access Control Panels and Software

— Programming determines access by:
* Individual (need to accurately identify)
* Privileges — restricted to certain areas in facility
* Time of Day
« Group control eases configuration burden

S\

{esce
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Physical Security Products at the

Substation

Regional
Transmission Distribution
Operator Control Center
NVR’s
Monitors

W s o
4

Consumers:

|P Cameras
IR Cameras
Thermal Imaging
PODS
Alarm Cable
Control Cable
Access Control

Legend

= Power Grid
=== Communications Network

Fence - protecting

Commercial

ol ’
‘.o‘ l -
"

9 / Residential

ll"‘ i IP Cameras

Fence - protecting Distribution Tth cal;;m,.

5 ermail ima

all assets Substation(s) o ging
Alarm Cable
Control Cable
Physical Security for Substations S

Power Generation Transmission

Substation

Substation
First tayer of hardened electronics

44

7274

cSC
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Security Technologies

Threat Level Potential

Technologies and Resources CRITICAL MODERATE LOW

Detect

On-site Guard Service

Infrared Cameras

Video Analytics Software

Object Tracking Cameras

Motion Detection System (within premises)
Door/Gate Contacts

Perimeter Detection System

Identify

Biometric Access Readers

24 hour Video Surveillance (local or remote)
High Resolution (HD) Cameras

Pan, Tilt, Zoom (PTZ) Cameras

Video Display Wall

High Speed Video Recording/Playback System
Activity Logs

Access Control System

Restrict

Walls

Barriers

Perimeter Fence

Access Control System

Electronic Locks

XXX [X]X|X]X
X[X[X[X]X

XXX X XXX [X
XX XXX XX

XXX

X X X[IX]|X
X X X[X
X X X

WESCO Confidential — Do not copy or distribute without express permission from WESCO Distribution, Inc.



Low Voltage Systems
— Data

— Phones

— Sound

— Surveillance

— Access Control

— HDTV over IP

Upgraded Bandwith

New Standards
— POE (IEEE 802.3af “Power over Ethernet”)

IT Professionals

— Delivery of Information SO =
{EeESC
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Thermal Technologies

Thermal Cameras can be added for
detection of threats or abnormalities
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Advantages

* |P Survelllance also offers significant
advantages over standard Analog CCTV

— Unlimited scalability

— More cost efficient network infrastructure
— Network convergence

— Systems integration

— Remote accessibility

— Intelligence at camera level

—Increases reliability

—Lower system cost
SO
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Working Together

* Nothing does it all...

* To accomplish all of your goals
— Multiple systems are needed
— Integration between systems is required

 |P based systems = easier integration
— Standard interface for communications
— No geographic proximity requirement
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 Theright integrator
— Certified Solutions
— Can they bond the job?
— Are they qualified?
— Do they have the experience?
« Theright product
— What are you expectations and will they be met?
— Does it fit your needs?
— Can it grow with you?
— What about your legacy equipment?
* Delivery
— Will it be there when you need it?
— Staging in our warehouse for delivery
— Kitting
— Pre-build
* Reduce labor hours on the job

» Plug and play installation
» Speed of installation
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CSC’S Bundled Security Solutions
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« Determine needs — based on threat potential

— Detect
— ldentify
— Restrict

* Leverage resources (WESCO)
« Select technologies and to meet your needs
« Utilize IP technologies to integrate systems
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Thank You
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